 

Date:
_______________

Re:
Case # _________________________

The following pages are designed to help you identify what information needs to be provided to law enforcement and a suggested manner of organization. After you prepare and organize this information, it needs to be delivered to the local law enforcement agency that serves the area in which your business is located (i.e. for businesses located within the city of San Diego- the San Diego Police Department; for businesses located in a city with their own police department- the local agency; or for businesses located in areas covered by the San Diego Sheriff’s department, that agency).
Remember, no one knows more about the inter-workings of your business and embezzlement than you do.  It will be necessary for the investigator, the district attorney, the judge, and possibly the jury, to understand what occurred. They will rely on the facts given by you, needing as much detail as possible.  

Embezzlement is the fraudulent appropriation of property by a person to whom it has been entrusted.  (Penal Code sections 503 & 508.)  However, there is a defense to this charge if the suspect, in good faith, believed that the suspect had a right to the property (even if that belief was mistaken).  (Penal Code section 511.)
Please understand that ultimately a criminal prosecution cannot occur unless there is sufficient evidence to prove, beyond a reasonable doubt, that an embezzlement crime occurred and that a particular individual or individuals committed the crime. Typically, to prove this crime, detailed paperwork documenting the theft (and exactly who committed the theft) is required.    
Due to the nature of such charges, most if not all the evidence necessary to establish the charges is in the possession of, or accessible to, the victim.  Additionally, the amount and nature of the evidence required to charge will differ depending upon the facts of each case. Consequently, to assist both you and the detective assigned to investigate the charges, certain foundational information must be obtained to expedite the case and assist in the determination as to whether or not an independent audit will be necessary to establish the crime.  It will also help us determine the extent of investigation necessary and the potential for proving your case beyond a reasonable doubt.   
The following outline is offered to help you in gathering the information and documentation needed to assure that the best investigation possible is afforded your case.  Please take the time to read the instructions and outline.  They show the manner in which the information should be presented to the investigator.  Although a portion of the documentation may have been given to the deputy at the time the original crime report was written, it is often more beneficial, to start with a clean slate.  

We realize that supplying the information requested will be a time-consuming effort.  However, all of the information will eventually be required.  Overall, we believe this procedure will prove less disruptive to your organization in the long run.  It is also imperative that you be totally candid and truthful in reporting the requested information.  Your case will be jeopardized if contradictory or omitted evidence is presented in court by the defense.  
· You can obtain the services of a professional Independent auditor or accountant or utilize trained “in-house” personnel to reconcile all the business records during the time period in question.  

We have found it helpful if you organize your evidence in a 3-ring binder.  The binder sections, like “chapters”, should contain the documentary evidence that explains and supports each allegation.  Please create a “Table of Contents” at the beginning of your binder referencing each section.  In each section please include the information requested below to the extent it applies to your company’s unique situation.  PLEASE KEEP A FULL COPY OF THE BINDER AS A BACK UP.  We realize the following list is long, some issues may be “not applicable”- if so, please list as such.  We are trying to address all the different forms of embezzlement.  
“Witness Information Sheet” - We will need certain information related to all witnesses including the following: (1) Full Name, (2) Title, (3) Role in your organization, (4) Date of Birth, and (5) Contact information.  Please provide a “point of contact” to whom the investigator can work with and access all personnel needed in the investigation.  
Table of Contents:   Summary of each section provided.  
Section 1:


Reporting Party Information and Company / Victim Information
· Company/Victim Information should include:
· Company Name

· Name and Title of Responsible Representative

· Contact information
· Company Profile/Procedures – describe the function of the company, how many                    employees, and regular operating procedures (absent the fraudulent activity).  By describing the regular operating procedures, we can learn how the fraudulent activity occurred.
· Total Substantiated Loss.

· If your Organization used a Payroll company at the time of the embezzlement and the suspect had altered payments to themselves through Payroll please indicate the name of the Payroll company representative working with your firm and that person’s contact information. 

Section 2:


Suspect Information

· Suspect:
· Full Name

· Address and Phone number

· Date of Birth

· Social Security Number

· Driver’s License Number

· If Direct Deposit was used by the suspect, provide the name of the bank and account number (so that additional investigation can be done).
· Provide copies of suspect’s resume, driver’s license, social security card and other personal information. (Job application, payroll deposit request, and training documentation, etc.)

· If the theft involved extra paychecks or deposits into the suspect’s bank accounts from payroll or the company bank accounts – please provide all documentation related to the suspect’s agreed upon compensation (i.e. paid bi-weekly or monthly and at what rate).  

· What was the suspect’s job description?  (Be specific.)  Is a written description of job available and was it signed by the suspect?  In the presence of witnesses?  If so, identify them and list them on the contact sheet.  Does anyone else share the duties performed by the suspect?  If so, explain in detail and provide the contact information.  
· What was the suspect’s length of employment?  Provide specific dates.

· Was the suspect terminated or did they resign?

· Other possible suspects:  Identify anyone else known to have the opportunity, motive or interest in committing the offense.

· Provide a list of all employees working in the same office, site, or area as the suspect at the time of the theft.  Are any of them witnesses to the thefts?  Accomplices?  Can you exclude them from having committed the thefts?  Please provide contact information and the Title and duties for each employee described.

Section 3:

Circumstance that led to discovery of the embezzlement 

· Describe in chronological order the events that led to discovery of the embezzlement.  Give a complete, detailed and accurate description.  

· When was the embezzlement discovered?

· How was it discovered?

· Who discovered it?  Please list the witnesses on the information sheet.   

· If there was a delay in reporting the theft to the police, please explain the circumstances.  Please note that reasonable delays are inherent with completing an audit or necessary to document the theft and they typically do not pose a significant problem.  However, the longer the delay the more challenges that may arise with the investigation and the statute of limitations to prosecute the crime may expire.  
Section 4:

Outline the alleged theft in a Word document (Be specific)  
· Describe specifically what was taken, from where, how, when and what is the total loss.  In comparison with your company’s profile, which was documented in Section One, explain how the suspect’s actions differ from company policies. (Write this as a Text Document in Microsoft Word.)
· Are there any witnesses to the thefts?  Please provide the contact information on the “Witness Information Sheet”.  Are there any security videos showing the suspect committing the thefts?  If so, please preserve them.  
· Has the suspect made any statements admitting the theft to anyone?  If so, have the witness write a statement, outlining the circumstances and what was said.  Please provide a the contact information of any witnesses on the “witness information sheet“. 
· If there is any email communication with the suspect related to these events, please provide copies of the communications.  

· Were signatures required as part of the embezzlement?

· Are the signatures forged in this case?  If forged, ask the authorized signers to identify the forgeries and provide a written statement regarding this fact and identifying each document that contains their forged signature.  
· If the signature is authentic, did the suspect obtain it by deceit?  How did this occur?
· If not an authorized signature, do they recognize the writing?  A written statement, signed by the authorizing signer, is necessary regarding the forged signature(s).

· Is the suspect authorized to sign such documents?  Under what circumstances?  Is this authorization in writing?

· Please describe any company records that were altered or changed by the suspect as part of the embezzlement (usually to hide their activity).  

· Please indicate how you know that the suspect altered the particular records (i.e. the suspect was the only one with access or the suspect’s individual password was used to access the record that was altered etc.).  

· Your business Records.

· Were your business records computerized
· Please provide contact information for your point of contact in your IT department.  

· Was an accounting software program used by your company (such as Quickbooks)?

· Did an audit of this program show embezzlement activity?

· Was access to the information controlled by password?

· Who had access to the passwords?

· Was the data under exclusive control of the suspect?  If not, who else had access to the data?

· Was the computer on a network?

· Was there remote access to this network or the computer used?

· Who was responsible for maintaining and backing up the data?

· Who was responsible for securing it at the close of business?

· Was the computer file encrypted, password protected, or otherwise protected from theft or misuse?

· Who is the Custodian of Records for the organization and will they be available to testify to the accuracy of such records?

· If documents were destroyed, who destroyed them?  How do you know who destroyed?
· Repayment.
· Has the suspect offered to repay any portion of the funds stolen?  If so, please indicate anyone who witnessed such offers.  If such offers were provided in writing please attach such documents.  If there are any emails related to this issue, please provide.  
· Have you received restitution from the suspect?  If so, how much and when was it paid?

· Please provide a spreadsheet summary of the fraudulent transactions and total loss (Spreadsheet in Microsoft Excel is preferred but not required).  See Examples in the separate attachment.   Along with a hard copy of the spreadsheet included in section 4, also please provide a digital copy of the spreadsheet to the investigator.

· A reference column should be included in the spreadsheet, which indicates the location of documentation for each particular fraudulent transaction. See the example in the attachment.  
Section 5:

Other Claims or Proceedings related to the Employee and Your Company 

· Tell us if the suspect has expressed any claim against your organization, such as salary owed, ownership interest or other potential justification for taking the property.  If so, describe the details of the claim, witnesses to the claim, and any witnesses that can refute the claim.  As explained before, we need evidence to overcome the defense in Penal Code section 511.  

· If civil actions were pursued, explain the status of the case and provide documentation on the suit.  Include the name and contact information for your attorney. 
·  Will your loss be reimbursed by other parties, such as insurance?  If so, provide the insurance company agent/contact information.            
Section 6:

Proof of alleged theft (also identify who put this information together)
· Each, separate, individual piece of paper showing a fraudulent transaction (check, credit card and/or invoice, etc.) should be broken down into separate exhibits, labeled A through Z (or any other logical organization).  Each document regarding that particular exhibit should be labeled in the bottom right corner in correspondence with the exhibit letter.  For example:  The numerous documents in exhibit ‘A’ should be labeled A-1, A-2, A-3, etc.  Documents in the next exhibit (‘B’) should be labeled B-1, B-2, B-3, etc.  See evidence documentation example in the separate attachment.
In short, each fraudulent transaction should be traced and all documents supporting each fraudulent transaction need to be organized to prove that the fraud occurred.  
Each exhibit should be preceded by the following:
· A written statement regarding each particular fraudulent transaction, how the fraudulent act for that specific exhibit was accomplished by the suspect and how the suspect hid his actions (i.e. check made payable to suspect but documented in business check register with a different payee – which should then include a copy of the fraudulent check, a copy of the relevant register (which has the false payee named) and a copy of the relevant Company bank statement showing that the check was paid).  
· One statement pertaining to numerous similar documents within that exhibit should be made (A-1, A-2, A-3) in the written statement.
     If applicable, we will need: 

· Original (if available) checks (front & back), credit card statements,  fraudulent invoices or fraudulent expense reports.

· Business records, documents, ledgers, or register for that particular fraudulent transaction.

· Bank statements showing debit for that particular transaction.
· A witness who can testify to the authenticity of the documents from your company’s records.  

Miscellaneous: 
(These questions should be answered and the documents provided within the above sections and/or the Excel spreadsheet – the back-up documents supporting the information in the spreadsheet are necessary)

· If a bank is involved, provide their name, location, and your contact’s name and telephone number.  
· We will need the account number related to any embezzled accounts.  
· If checks are involved, obtain copies of all involved checks (front & back) & copies of ledger entries.
· Who is the payee?  If you know, is the payee a fictitious or real person?
· Where were the checks negotiated?  Were the checks cashed or deposited into an account?  Give account number if known.
· Are any other checks missing or forged?  Have you examined the backs of checkbooks or registers for missing checks that are out-of-sequence?
· Provide copies of bank statements, corresponding to any questioned check, credit card, and/or ATM withdrawal.
· Provide a copy of affidavit of forgery filed with bank.
· Copies of checkbook register and/or bookkeeping records and ledgers which shows to whom checks were written.
· If fraudulent transactions involved deposits to your bank account, copies of those deposits are required
· If a credit account is involved, provide the credit company’s name, location, and your contact’s name & telephone number.  Also provide the following: (You may have to contact the credit company and the merchants involved to obtain these records, if you do not have them.)
· Copy of the credit application, showing signature of authorized signers.
· Account statements, with fraud activity clearly indicated as such.  For each fraudulent transaction:

· Itemized sales receipt for the purchase, showing name of store, location, telephone number, a description of items bought, price, and the clerk who handled the transaction.

· Copies of charge slips used, showing signature

· If a company will not provide you needed information, advise your investigator.  A Penal Code section 530.8 form will be provided to you that requires the company to provide a victim, without cost, information relating to fraudulent accounts opened using the victims’ identity, including a copy of the application and a record of the charges associated with the account.  The victim is generally permitted to authorize the release of the account information to your investigator.

NOTE:  If you are maintaining control of any original documents of which copies have been submitted, provide the name, address and telephone number of the person responsible for their safe keeping.  Remember, any document of which a copy is used in your case must be made available to the court, if ordered.  There may be an occasion where originals are necessary during the investigation.  YOU SHOULD ALWAYS KEEP THE ORIGINAL OR A COPY OF THE DOCUMENTS PROVIDED.  
Section 7:

Professional independent audit (if performed)
· Provide documents from a professional independent audit, which should include a spreadsheet and written explanation of each fraudulent transaction.  Identify the auditor and the auditing company.  Did anyone witness the audit?  
· This audit should be accompanied by the supporting documentation in an organized fashion.  
· Fully identify and provided contact information for anyone involved in performing the audit.
After you have gathered and organized all the necessary information, please deliver the package to the appropriate law enforcement agency as discussed in paragraph one above. 
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